Title: POST CAPTURE DECRYPTION OF WIRELESSLY 
CAPTURED DATA USING MULTIPLE KEYSETS 
Inventors: Tong-Ming Lee, et al. 
Docket No.: 15436.188 

1/8 




oo 



CO 




es 




o 


"o 


Ac 


CL 




Title: POST CAPTURE DECRYPTION OF WIRELESSLY 
CAPTURED DATA USING MULTIPLE KEYSETS 
Inventors: Tong-Ming Lee, et al. 
Docket No.: 15436.188 

2/8 




CNJ 



CNJ 

CO 
CO 



ess «^ 



CNJ 



CNJ 
Csj 



CO 



Csj 



— 



\ 

co cm a> 
$ £ £ 



CO 



CO 
CO 

ca 



^- a> 
< £ 



CO 
CO 
CO 



< ^ 



CO 
CO 



cm 

.5>| 



CO 

CO 
CO 
CO 



co a> 



/ 

CNJ 



CO 



CNJ 
CO 



Title: POST CAPTURE DECRYPTION OF WIRELESSLY 
CAPTURED DATA USING MULTIPLE KEYSETS 
Inventors: Tong-Ming Lee, et al. 
Docket No.: 15436.188 

3/8 




Title: POST CAPTURE DECRYPTION OF WIRELESSLY 
CAPTURED DATA USING MULTIPLE KEYSETS 
Inventors: Tong-Ming Lee, et al. 
Docket No.: 15436.188 

4/8 



A 




Title: POST CAPTURE DECRYPTION OF WIRELESSLY 
CAPTURED DATA USING MULTIPLE KEYSETS 
Inventors: Tong-Ming Lee, et al. 
Docket No.: 15436.188 

5/8 




CO 



Title: POST CAPTURE DECRYPTION OF WIRELESSLY 
CAPTURED DATA USING MULTIPLE KEYSETS 
Inventors: Tong-Ming Lee, et al. 
Docket No.: 15436.188 

6/8 

co CO 



CD 
CO 



CD 



O d 

."P -4= 
~co 



CM 

03 

O 

CD 



CD 



Is 




I Keyset 




ear All 


Ten! 




o 








CO 




CO 






Selected 




Selected 


Set 




Delete 
i — t — 







CD 


CD 




O 


O 




Ql 






o 






CO 


CD 




QD 






CO 


O 




>> 

CD 


CD 






CD 




CD 


CO 




> 




CO 






CO 



CO 

CO 







o 












CO 


CD 




O 






cz 






CO 






o 







o 



co 

CO 



o 

CO 




co 

CNJ 

co 



X 
X 



X 
X 



co 
o 



CD 



CD 
CO 

>» 

CD 



GO 
CNJ 



■ 

co 

CD 

cz 
o 



CD 



3 



CO 



® 

o 
SI 

co| 

o 



o 
< 

co 

CD 



CO 
CO 
CO 



IO 



co 
co 
to 



O 



® 

o 
SI 

col 

o 



CNJ 



o 

u_ 

O 
< 



CNJ 

co 



CD 

O 



CD 
< 



CO 



co 
o 



cd 

< 

CO 
CO 



® 



o 
SI 

co| 

o 



CO 



co 

CO 

\ 



CD 

u_ 

CD 



s 



CO 
co 

o 



CO 



< 



CN| 

co 

CO 



CNJ 
CNJ 
CO 




CO 

co 

CO 



CO 



Title: POST CAPTURE DECRYPTION OF WIRELESSLY 
CAPTURED DATA USING MULTIPLE KEYSETS 
Inventors: Tong-Ming Lee, et al. 
Docket No.: 15436.188 

7/8 




CO 



CO 

>- 



^ ^ 



0> 
CO 



CO! 
CO 



CNJ 



Title: POST CAPTURE DECRYPTION OF WIRELESSLY 
CAPTURED DATA USING MULTIPLE KEYSETS 
Inventors: Tong-Ming Lee, et al. 
Docket No.: 15436.188 

8/8 



800 



Select AP 
To Monitor 



802 



Begin Data Capture 



Are 

'There Othef 
APs/Channels To 
Monitor 

? 



Set Card To 
New AP/Channel 



- — 808 



No 



End Capture 



Apply Keyset N 



814- 



812 



Begin Decryption * 




Apply Next Keyset 
In Sequence 



878 




Send Decrypted 
Data To Controller 
For Output 



■820 



Fig. 8 



